N MUSIC MANAGER

Data Processing Agreement

Music Manager ApS - CVR 36468181
Doktorens Gyde 2, 2. tv, 9000 Aalborg, Denmark
Last updated: June 2026

This Data Processing Agreement (DPA) is entered into for the purposes of Article 28 of Regulation
2016/679 (the General Data Protection Regulation). It forms part of the Music Manager Terms and
Conditions and applies when a customer uses the Music Manager SaaS platform and Music Manager
processes personal data on behalf of that customer.

The Data Controller means the Customer — the person, company, or legal entity that creates an account,
accepts the Terms and Conditions, or uses the service on behalf of an organisation. The Customer is
identified through the account, billing details, order form, or account settings.

The Data Processor means Music Manager ApS, CVR 36468181, Doktorens Gyde 2, 2. tv, 9000 Aalborg,
Denmark, trading as Music Manager.

This agreement is accepted when the Customer accepts the Terms and Conditions, creates an account,
uses the service, or signs an order form that references the Terms. No separate signature is required
unless Music Manager and the Customer agree to sign a separate version.

1. PURPOSE OF THIS AGREEMENT

1.1 This DPA sets out the rights and obligations of the parties when Music Manager processes personal
data on behalf of the Customer in connection with the Music Manager Saa$S platform.

1.2 This agreement is intended to meet the requirements of Article 28 of the GDPR.

1.3 This agreement applies where the Customer uploads, connects, imports, or otherwise provides data to
the platform for catalogue management, data analysis, audit support, reporting, audio analysis, and related
services.

1.4 This agreement forms part of the Terms and Conditions. If there is a conflict between this agreement
and any other agreement between the parties concerning the processing of personal data, this agreement
shall prevail for data protection matters.

1.5 The Customer remains responsible for determining the purposes and means of the processing of
personal data contained in Customer Data. Music Manager processes such Customer Data only on
documented instructions from the Customer, unless required otherwise by applicable law.

2. ROLES OF THE PARTIES

2.1 For Customer Data uploaded, imported, or submitted to the platform, the Customer acts as Data
Controller and Music Manager acts as Data Processor.

2.2 Customer Data may include catalogue, rights, operational, financial, delivery, audio, and related
business data submitted to or generated through the service.

2.3 Music Manager may act as an independent data controller for platform account administration,
authentication, billing, security logging, customer relationship management, support, service
communications, and legal compliance. Such processing is governed by the Music Manager Privacy Policy.

2.4 To the extent that catalogue metadata includes information relating to identified or identifiable living
individuals — including artist names, composer names, lyricist names, producer names, performer names,
rights holder names, or business contact information — such information shall be treated as personal data.

2.5 The parties acknowledge that certain music catalogue identifiers and metadata, such as ISRC, UPC,
track title, release title, artist name, and contributor name, may be publicly available. Public availability does
not by itself remove such information from the scope of data protection law where it relates to an identified
or identifiable living individual.
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3. CUSTOMER INSTRUCTIONS

3.1 Music Manager shall process personal data only in accordance with documented instructions from the
Customer.

3.2 The Customer instructs Music Manager to process Customer Data for the following purposes:
providing, operating, securing, and maintaining the service; creating and managing customer accounts,
workspaces, users, and access controls; importing, storing, preparing, analysing, and displaying customer
supplied data; generating dashboards, exports, reports, recommendations, and other service outputs;
performing audio analysis where audio files are submitted by the Customer; and supporting customer
requests, troubleshooting, service reliability, and legal compliance.

3.3 Music Manager shall inform the Customer without undue delay if, in Music Manager's opinion, an
instruction infringes the GDPR or other applicable data protection law.

3.4 Music Manager may process Customer Data internally to operate, maintain, protect, test, improve, and
develop the service, including improving accuracy, reliability, performance, security, and user experience,
unless the Customer has opted out where an opt out is made available or a separate written agreement
states otherwise.

3.5 Music Manager shall not sell Customer Data, disclose Customer Data to third parties for their own
independent use, or use Customer Data to train public, external, or general purpose Al models without the
Customer's prior written agreement.

3.6 Where reasonably possible, Music Manager shall use aggregated, anonymised, deidentified, or
minimised data for service improvement purposes.

3.7 Music Manager may use aggregated and statistical service usage data to improve the service,
provided that such data does not identify the Customer, customer users, artists, contributors, rights holders,
or other living individuals.

4. CONFIDENTIALITY

4.1 Music Manager shall ensure that persons authorised to process personal data are bound by
confidentiality obligations or are subject to appropriate statutory confidentiality obligations.

4.2 Access to Customer Data shall be limited to authorised personnel who require access for support,
maintenance, security, development, customer success, or legal compliance.

4.3 Music Manager shall review access rights periodically and remove access when it is no longer
required.

4.4 Customer Data shall not be disclosed to any third party except as permitted under this agreement, the
Terms and Conditions, the Customer's documented instructions, or applicable law.

5. SECURITY OF PROCESSING

5.1 Music Manager shall implement appropriate technical and organisational measures to ensure a level of
security appropriate to the risk. The minimum measures are set out in Appendix C.

5.2 Customer source files, including uploaded business files and audio files submitted for processing, are
processed for the requested service and deleted from active processing storage after processing
completion, unless the Customer expressly instructs otherwise or retention is required for troubleshooting,
legal compliance, security, or agreed support purposes.

5.3 Customer platform records and derived outputs are retained until the Customer requests deletion, the
customer account is closed, or retention is no longer required to provide the service.

5.4 Deletion from backup systems, replicas, temporary caches, and system logs may follow the ordinary
backup and recovery cycle of the relevant infrastructure. Music Manager shall not restore deleted source
files from backups except where needed for security, disaster recovery, legal compliance, or service
continuity.

Music Manager ApS - Data Processing Agreement Page 2



N MUSIC MANAGER

5.5 Retained audio analysis outputs do not include original audio files or audio samples unless separately
agreed. Retained outputs may include derived text or numeric descriptors, technical attributes,
classifications, timestamps, checksums, and hashes used for deduplication, service operation, and integrity
checks.

6. DATA MINIMISATION AND SOURCE FILE DELETION

6.1 Music Manager shall process only the Customer Data reasonably necessary to provide the service.

6.2 The platform is designed so that uploaded raw source files and original audio files are not retained as
permanent platform records unless the Customer has agreed to such retention.

6.3 Music Manager may retain derived outputs needed for the dashboard, audit history, export
functionality, customer reporting, troubleshooting, and product improvement, provided that such use
remains within the scope of the Customer's instructions and this agreement.

6.4 Where retained derived outputs identify or relate to living individuals, those outputs shall be treated as
personal data.

7. SUBPROCESSORS

7.1 The Customer gives Music Manager general written authorisation to engage subprocessors for the
purposes of providing, securing, supporting, and improving the service.

7.2 Music Manager shall maintain a list of authorised subprocessors in Appendix B of this agreement.

7.3 Music Manager shall notify the Customer of intended changes concerning the addition or replacement
of subprocessors with at least 30 days notice, unless a shorter period is required for urgent security,
reliability, or legal reasons.

7.4 The Customer may object to a new subprocessor on reasonable data protection grounds. If the parties
cannot resolve the objection, the Customer may terminate the affected service in accordance with the
Terms and Conditions.

7.5 Music Manager shall enter into a written agreement with each subprocessor imposing data protection
obligations no less protective than those in this agreement, where applicable to the nature of the services
provided by that subprocessor.

7.6 Music Manager remains responsible to the Customer for the performance of its subprocessors' data
protection obligations.

8. INTERNATIONAL TRANSFERS

8.1 Music Manager shall not transfer personal data outside the European Economic Area unless such
transfer is made in accordance with Chapter V of the GDPR.

8.2 Where Customer Data is transferred to or accessed from a country outside the EEA, Music Manager
shall rely on an appropriate transfer mechanism, such as an adequacy decision, EU Standard Contractual
Clauses, the EU-US Data Privacy Framework where applicable, or another lawful transfer mechanism.

8.3 The Customer authorises transfers that are necessary for the use of authorised subprocessors listed in
Appendix B, subject to the safeguards described in this agreement.

9. ASSISTANCE TO THE CUSTOMER

9.1 Taking into account the nature of the processing and the information available to Music Manager,
Music Manager shall assist the Customer with the Customer's obligations under the GDPR, including
reasonable support for data subject access requests, rectification, erasure, restriction, portability, objection,
personal data breach assessment and notification, data protection impact assessments, and prior
consultation with a supervisory authority where required.
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9.2 Music Manager may charge reasonable fees for assistance that goes beyond standard platform
functionality, unless the assistance is required because of Music Manager's breach of this agreement.

10. PERSONAL DATA BREACH NOTIFICATION

10.1 Music Manager shall notify the Customer without undue delay after becoming aware of a personal
data breach affecting Customer Data.

10.2 Where feasible, Music Manager shall provide such notice within 48 hours after becoming aware of the
breach, to give the Customer time to assess whether notification to a supervisory authority is required.

10.3 The notice shall include, where available: a description of the nature of the breach; the categories and
approximate number of data subjects and records affected; the likely consequences; and measures taken
or proposed to address the breach and reduce adverse effects.

10.4 Music Manager may provide information in phases where all details are not immediately available.

10.5 Notification of a breach is not an admission of fault or liability.

11. RETURN AND DELETION OF DATA

11.1 Upon termination of the services, Music Manager shall delete or return Customer Data in accordance
with the Customer's documented instructions and the Terms and Conditions.

11.2 Unless otherwise agreed, customer source files and original audio files submitted for processing shall
be deleted from active processing storage after processing completion.

11.3 Unless otherwise agreed, derived platform outputs shall be retained while the customer account
remains active, until the Customer requests deletion by email to legal@musicmanager.com, or until the
Terms and Conditions require deletion. After a verified deletion request, Music Manager shall delete the
relevant active Customer Data within 30 days, unless retention is required by law, dispute resolution,
security investigation, backup lifecycle, or financial record keeping.

11.4 Music Manager may retain copies of Customer Data where required by applicable law, dispute
resolution, security investigation, financial record keeping, or backup retention, provided that such retained
data remains protected under this agreement and is not processed for other purposes.

11.5 Upon written request, Music Manager shall confirm deletion or anonymisation of Customer Data,
subject to the limits described in this agreement.

12. ACCOUNT INACTIVITY

12.1 If an account is activated but not used for six consecutive months, the account and associated data
will be automatically frozen. A reminder will be sent to the registered account email approximately one
month before the freeze threshold is reached.

12.2 Frozen accounts can only be reactivated by contacting Music Manager support at
support@musicmanager.com. There is no automated reactivation function.

12.3 Music Manager will endeavour to preserve Customer Data for reactivation purposes but does not
guarantee availability of all data following reactivation.

12.4 Music Manager reserves the right to permanently delete frozen accounts and associated Customer
Data after a further period of inactivity, subject to applicable retention obligations under this agreement and
applicable law.

13. AUDIT AND INFORMATION RIGHTS

13.1 Music Manager shall make available information reasonably necessary to demonstrate compliance
with this agreement and Article 28 of the GDPR.
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13.2 The Customer may request information about Music Manager's security measures, subprocessors,
international transfer safeguards, and deletion procedures.

13.3 Where available, Music Manager may satisfy audit requests by providing security documentation,
third party certifications, audit summaries, or written responses.

13.4 Physical or technical inspections may be conducted only where required by applicable law or where
documentation provided is not reasonably sufficient to demonstrate compliance. Such inspections are
subject to reasonable prior notice, confidentiality obligations, security requirements, and limits to protect
other customers' data and Music Manager's systems.

13.5 The Customer shall bear its own audit costs unless the audit identifies a material breach by Music
Manager.

14. Al AND AUTOMATED ANALYSIS

14.1 The platform may use automated analysis, rules, statistical methods, machine learning, or Al
supported workflows to analyse Customer Data, identify potential issues, generate classifications, and
suggest possible actions.

14.2 Outputs generated by the platform are decision support tools. The Customer remains responsible for
reviewing outputs before using them for commercial, operational, legal, rights management, or distribution
decisions.

14.3 Music Manager does not guarantee that any recommendation, enrichment, classification, suggested
action, or service output will be accepted by any DSP, distributor, collecting society, rights database, or
business partner.

14.4 Customer Data shall not be used to train public, external, or general purpose Al models without the
Customer's prior written agreement.

14.5 Where Music Manager uses external Al service providers for Customer Data, those providers shall be
listed as subprocessors in Appendix B.

15. UNITED STATES CUSTOMERS

15.1 Where the Customer is located in the United States or Customer Data includes personal information
subject to United States state privacy laws, Music Manager processes such personal information as a
service provider, contractor, processor, or equivalent role as applicable under relevant law.

15.2 Music Manager shall not sell customer personal information, share it for cross-context behavioural
advertising, or combine it with personal information received from other sources except as permitted by
applicable law, required for security, fraud prevention, or service operation, or expressly authorised by the
Customer.

16. CONTACT POINTS

16.1 For the Customer: the account owner, billing contact, administrator, or other contact provided in the
platform, account settings, or order form.

16.2 For Music Manager: legal@musicmanager.com — Music Manager ApS, Doktorens Gyde 2, 2. tv,
9000 Aalborg, Denmark.

17. GOVERNING LAW

17.1 This agreement is governed by the laws of Denmark.

17.2 Disputes arising out of or related to this agreement shall be subject to the exclusive jurisdiction of the
Maritime and Commercial Court (S@- og Handelsretten) in Copenhagen, unless applicable law requires
another forum.
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APPENDIX A — INFORMATION ABOUT THE PROCESSING

A.1 Purpose of processing

To provide the Music Manager SaaS platform and related services, including account administration,
customer workspace management, data import, catalogue and business data analysis, audio analysis
where requested, dashboard reporting, exports, support, security, and service maintenance.

A.2 Nature of processing

The processing may include collection, upload, import, storage, structuring, parsing, matching,
deduplication, normalisation, analysis, classification, aggregation, transformation, temporary audio
processing, dashboard generation, reporting, export, deletion, and technical support.

A.3 Types of personal data

(a) Customer user account data, including name, work email, account role, login credentials in protected
form, account status, and account activity metadata.

(b) Billing and legal entity data, including legal name, VAT number, country, registered address, billing
contact details, and invoice details.

(c) Music catalogue and rights data, including artist, contributor, rights holder, publisher, label, recording,
release, product, identifier, copyright, and rights related metadata.

(d) Customer supplied business data, including operational, financial, delivery, availability, eligibility, and
reporting data connected to music catalogue management.

(e) Audio processing data, including audio files submitted for temporary processing and derived text or
numeric audio analysis outputs.

(f) Technical and security data, including IP address, device and browser information, authentication
events, access logs, error logs, and support correspondence.

A.4 Categories of data subjects
(a) Customer employees, contractors, consultants, and authorised platform users.

(b) Artists, performers, composers, lyricists, producers, remixers, arrangers, publishers, rights holders,
label representatives, and other contributors contained in catalogue data.

(c) Business contacts of the Customer, distributors, DSP providers, rights organisations, or other
commercial partners.

(d) Individuals whose names or professional identifiers appear in music metadata, financial statements,
delivery records, or related Customer Data.

A.5 Duration of processing

A.5.1 Processing begins when the Customer creates an account, uploads data, imports data, or otherwise
submits data to the platform.

A.5.2 Uploaded raw source files and original audio files are deleted from active processing storage after
processing completion, subject to support needs, legal requirements, security needs, and backup retention
cycles.

A.5.3 Derived outputs are retained for the duration necessary to provide the dashboard, reporting, audit
history, exports, customer support, security, and account functionality, or as otherwise agreed.

APPENDIX B — AUTHORISED SUBPROCESSORS

The following subprocessors are authorised at commencement of this agreement. Music Manager will
provide 30 days notice before adding or replacing subprocessors, unless urgent security or legal reasons
require shorter notice.
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Subprocessor

MongoDB Atlas

Microsoft Azure

Amazon Web
Services
Stripe

Google Analytics

OpenAl (limited)

Sendgrid

Processing purpose

Managed database hosting for retained platform
data, derived outputs, audit results, account data,
and operational data.

Cloud infrastructure, storage, internal processing,
audio analysis processing, temporary file
processing, derived output storage, exports, and
operational storage.

Cloud storage, backup, file processing, temporary
file storage, derived output storage, exports, and
related infrastructure services, where used.

Subscription billing, payment processing,
invoices, tax records, receipts, and payment
administration.

Website analytics and marketing site performance
analysis on the marketing website only. Not used
inside the logged-in platform.

Song summary feature only. Used to generate a
natural language description of track feel and
character. No customer catalogue data, financial
data, or rights data is processed. Input is limited
to derived audio descriptors.

All transactional emails

APPENDIX C — SECURITY MEASURES

Region and safeguards

Europe.

Europe.

Europe

Subject to Stripe contractual
documentation and transfer
safeguards.

Non-essential analytics cookies
require consent for EU users
before activation.

Subject to OpenAl data
processing terms. No customer
data used for model training.

Subject to Sendgrid contractual
documentation and transfer
safeguards

The agreed security level is appropriate to business confidential Customer Data and personal data
contained within music catalogue, contributor, user account, financial, delivery, and audio processing

records.

Measure

Encryption in transit

Encryption at rest

Tenant separation

Access control

Password storage

Administrative access

Logging

Backup and recovery

Music Manager ApS -

Description

Industry standard secure transport protocols (TLS) for all data in

transit.

Encryption at rest where supported and configured by infrastructure

providers.

Customer workspaces are separated to prevent one customer from

accessing another customer's data.

Role-based access control based on user account, tenant, role, and

business need.

Passwords stored using secure hashing. No plaintext passwords

stored. PBKDF2 and HMAC-SHA512.

Limited to authorised personnel on a least-privilege basis.

Security and access events are logged and retained for an

operational period.

Backup and recovery controls appropriate to hosted infrastructure.
Operational backups retained for up to 30 days.
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Source file deletion Uploaded source files and original audio files deleted from active
processing storage after processing completion.

Confidentiality obligations Authorised personnel are bound by confidentiality obligations.

Incident response Incident response procedures for suspected or confirmed personal
data breaches.

Secure development Secure development practices applied to changes to the platform.

Vendor review Subprocessors reviewed for appropriate data protection

commitments.

APPENDIX D — ADDITIONAL TERMS

D.1 Customer responsibility for uploaded data

The Customer is responsible for ensuring that it has the legal right to upload, import, connect, submit, or
otherwise make Customer Data available to the platform, and for providing any required notices to
individuals whose personal data is included in Customer Data.

D.2 No legal or rights advice

The platform provides analytical, operational, and decision support outputs. It does not provide legal
advice, tax advice, accounting advice, rights ownership determination, or guaranteed DSP delivery
instructions.

D.3 Human review

The Customer remains responsible for reviewing outputs before taking action, including metadata
corrections, distribution actions, redelivery actions, rights decisions, royalty decisions, or communications to
third parties.

D.4 Prohibited data

The Customer shall not upload or submit children's data, health data, special category data, criminal
offence data, national identification numbers, payment card numbers outside the approved payment
provider flow, or other high risk personal data unless Music Manager has expressly agreed in writing.

D.5 Support access

Music Manager support, engineering, or authorised operations personnel may access Customer Data only
where necessary to provide support, investigate security or reliability issues, troubleshoot customer
reported problems, maintain the service, or comply with legal obligations. Such access is limited to
authorised personnel, subject to confidentiality, and based on business need.

D.6 Order of precedence

In case of conflict between this agreement and the Terms and Conditions, this agreement prevails only with
respect to data protection obligations for Customer Data processed by Music Manager as Data Processor.
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